
Online	  Reading:
SOA	  Monograph
A	  new	  approach	  for	  managing	  
operational	  risk	  Sections	  5-‐7
AUTHORS:	  OPRISK ADVISORY	  AND	  TOWERS	  WATSON

TIA	  ERM	  ONLINE	  SEMINAR 1



Key	  Topics	  in	  this	  Lesson

What	  is	  Operational	  Risk?

Risk	  Architecture and	  Taxonomy

The	  ORM	  Business	  Problem
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What	  is	  Operational	  Risk?
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Operational	  Risk

“The	  risk	  of	  loss	  from	  an	  operational	   failure”
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Unintentional	  
execution	  errors

System	  failures

Acts	  of	  nature

Excessive	  risk	  
taking



Modern	  
Operational	  Risk	  
Management	  
(ORM)

“The	  abnormal	  operational	   failures	  that	  
drive	  operational	  risk”
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The	  top	  1%	  of	  events	  
account	  for	  about	  60%-‐
70%	  of	  the	  total	  financial	  

losses



Risk	  Architecture	   and	  Taxonomy
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Operational	  Risk	  
Architecture	   and	  
Taxonomy
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Taxonomy is	  the	  risk	  classification	  scheme;	  
very	  important	  for	  management	  purposes.

Recommendation:
Be	  sure	  a	  risk	  taxonomy	  is	  based	  on	  a	  
comprehensive	  understanding	  of	  the	  basic	  
elements	  of	  ERM	  and	  their	  relevance	   to	  the	  
ERM/ORM	  business	  problem.



The	  Modern	  Risk	  
Universe

TIA	  ERM	  ONLINE	  SEMINAR 8

The	  recommended	  top-‐line	  risks	  for	  your	  risk	  universe

Market Risk

Credit	  Risk

Operational	  
Risk

Insurance	  
Risk

Business	  /	  
Strategy	  Risk



Four	  Dimensions	  
of	  the	  Modern	  
ORM	  Risk	  
Universe
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The	  Set	  of	  Top-‐
Level	  Event	  Risk	  
Categories
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Accidents
Acts	  of	  Nature

Criminal	  and	  Malicious	  Acts

Unauthorized	  Access

Execution	  Errors

Principal-‐
Agent

System	  Failures



The	  ORM	  Business	  Problem
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Roles	  and	  
Responsibilities	  
of	  the	  ORM	  
function

q Embed	  a	  risk	  culture
q Provide	  the	  framework,	  infrastructure,	  
tools,	  and	  methodology
q Ensure	  transparency
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Business	  
Problem	  
Example

TIA	  ERM	  ONLINE	  SEMINAR 13

$5mm	  <	  $21mm	  “Purchasing	  this	  system	  will	  
optimize	  the	  risk-‐control	  environment.”



Creating	   the	  
Modern	  ORM	  
infrastructure
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q Explain to	  key	  decision	  makers
q Facilitate	  the	  developmentof	  a	  viable	  
risk	  management	  architecture
q Provide	  key	  decision	  makers	  with	  the	  
ability	  to	  measure	  the	  expected	  loss	  and	  
unexpected	  loss.
q Assist key	  decision	  makers	  in	  
developing/acquiring	  tools	  and	  
methodology	  to	  assess	  and	  monitor	  
internal	  control	  quality	  on	  a	  periodic	  
basis.



Modern	  ORM	  
Templates
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Traditional	  ORM	  
in	  Practices
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q Identify your	  risks
q Quantify your	  risks
q Accept those	  risks	  within	  your	  
tolerance
q Develop action	  plans

Pros:	  Provides	  structure,	  simple,	  effective	  
for	  prevention	  at	  tactical	  level

Cons:	  Associated	  with	  average	  or	  
expected	  loss,	  little	  mitigation	  for	  large	  
losses,	  lack	  of	  cohesion



Conclusion

What	  is	  Operational	  Risk?

Risk	  Architecture and	  Taxonomy

The	  ORM	  Business	  Problem
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